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Execution of Secure Erase / Sanitize

MENU [11 2 3 4

# show current disk status

When “GreenPepper PRO” “Bootup Erase Program” starts, menu shown on the right is displayed.

1 | The Secure Erase menu will be displayed only if at least one of the connected disk drives is capable — mwE s —
Erase 1SKS —time
iti i 3 disks (2-ti L d-001)
of Secure Erase/Sanitize processing. - b o i i)
If “secure erase/sanitize” menu exists, you can select and execute Secure Erase/Sanitize. ¥ erase disks (4-times[AA-55-rand-001)
——— SECUre erasessanitize —-—

secure erasessanitize (1-time [secl)
secure erasessanitize (Z2-times[sec-001)
secure erasessanitize (3-timeslsec-rand-001)
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2 If the "secure erase/sanitize" menu doesn't appear, it may still be possible.

verifysread check
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# show current disk status

-—— erase disks —-
erase disks (1-time [BB1)

erase disks (2-timeslrand-881) n - -
erase disks (3-tiMes[rand-FF-881) | current disk status |
erase disks (4-times[AA-55-rand-B81) [ENTER] to show detail disk infomation.

Disks ——(model/size reuvs/serial)

[1]1ATA ST3160813AS(S00MB) SDZB-9SYOBUPE

Machine Info

PC : NEC PC-HK37LLZKCZSU NEC Product 79600361A \
CPU  : Imtel(R) Core(TH) i3-6100 CPU @ 3.706Hz
MEMORY : 3943528 kB

<Tab>-<Alt-Tab> between eleMents <Arrow> select | <Enter
Disk Interf:
- I
Frozen state
In fact, most recent ATA(SATA) disk drives support Secure Erase. [ Detail Disk Info |
. . . [HDD]1 C t5ize [10000001 4
Select “show current disk status”[enter], on the “current disk status” page, select disk PowerOnHoure [101211h PowerGycl [21831¢incs
: “ H : H ” Reallocated Sectors [£] Physical Sector [51£]1 W-CIL11
drive and press [enter]. “Detail Disk info” is shown. EFiPFA1 LGD1 (b Shagted

HPAenabled-DCOUnsupported
. 1

[Secure Erasel

Support [=] erase time(30)min

Support (Enhanced) [=] erase time(30)nin

Status : passwordl 1 lockedl 1 frozenl=]
——

“Support[*]” shows it is supported. In many cases, you will see "Frozen[*]“.
This indicates that the drive is in a frozen state, preventing the Secure Erase process
from working.

[SBanitizel
The disk drive is in an Unfreeze state just after its power is turned on. But immediately uppor process[=T prevlRI-]
. ' . Command : block[-1 overuritel-1 cryptol-1
after the PCis turned on, the PC's basic firmware (BIOS, UEFI) sends a command to the [OPAL (Self-Encryption)
Support [-1

disk drive to become "Frozen®”.

This is, of course, for security reasons, but it is the main reason that makes the Secure J
Erase process difficult.
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The way to Unfreeze
3 As mentioned before, disk drives are in Unfreeze state just after their power is turned on.
So, in theory, you could return the disk drive to the Unfreeze state by turning off its power while the PC and program is running.

There are two ways to achieve this:

1. Suspend/resume your PC

This is a safe and recommended method, however some PC models may not support it.

When menu is displayed, Alt+F5 key switches to the “Utility Menu”, Alt+F1 key to return to the previous Erase menu.

In the Utility menu, select “Set SecureErase Method/Unfreeze” [enter].

Next screen shows “frozen” state, supported secure erase function (Secure Erase/Enhanced Secure Erase/Sanitize).

Press [tab] key to move to “Unfreeze” and [enter] to perform Suspend/Resume. If successful, the power will be turned off once, the PC will enter a
suspended state, then resume, and the same screen will be displayed again. Check if “Freeze” state has changed.

* If the suspend/resume process is not supported, a message will be displayed or the screen will remain black and will not reappear.

curran i statu, Set SecureErase Method/Unfreeze(Suspend)
1 Select disk, [tablkey to move to function and [enterl
Disks -(model)- X:frozem sec:SecureErase,enh:Enhanced,stz:Sanitize

[10Xknh  ATA ST3160813AS (S00MB) SDZB-I5YOBUPE

Utility Menu

If “Unfreeze” success, changed
to not “frozen” state.

# Save Hardware Information to FD/USBmemsNet
# Save ScreenShot to FD-/USBvem/Net
77777 # Rescan Disks/Reset Network
# Abort execution process
————— # Dump Disk
# Test writing log to FD/USBmem/Net
—————{ll| # Read HDD log
—

| Set SecureErase Method/Unfreeze(Su
Select disk, [tablkey to move to function and [

Alt+F1 # Romous HDD password Digks —-(model)- X:frozen sec:SecureErase,enh:En
a Romove HEA » Reset DCO [1]1 enh ATA ST3160813AS(500ME) SDZB-93YOBUPE
Alt+F2 # Network status 1 c

# Write Cache control
# OPAL CryptoErase-Revert operation

Alt+F3 | |if £ 0%E Crvetolr

Alt+F4 - """ | Set Method | | Test SecureErase |
<Tab>/ <l i 4

Alt+F5

<Tab>/<Alt-Tab> between elements ! <Arrow> select ! <Enter> execute <Tab>-<<Alt-Tab> between elements <{Arrow> select {Enter> execute

2. Unplug and plug the power to the disk drive while PC is running and menu state

This is a risky method, this can cause physical damage to disk drives, power supplies, etc., do it at your own risk.

Never do it with a traditional ATA power cable, only SATA power cables are possible. However, especially with SSDs, electrical shocks can cause them
to become unusable. Also, most laptop PCs do not allow this operation.

If operation success, secure erase/sanitize menu is shown, so you can execute it.

4 # erase disks (4-times[AA-55-rand-001)

-—-— secure erases/sanitize ———

# secure erasessanitize (1-time [secl)

# secure erasessanitize (2-timeslsec-001)

# secure erasessanitize (3-times[sec-rand-001)

# verifysread check
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